Lexicons

Below are the lexicons that we are using:

Health Identifiers

SSNs

Vehicle Identification Numbers Member Numbers

Medical Savings Account numbers

Medical Record Numbers

Subscriber Numbers

Patient ID numbers

(All of the above are only found when in close proximity to a number at least 5 digits

long)

Admit dates

Dates of Birth

Dates of Death

Dates of Discharge

Dates of Service

(All of the above are only found when in close proximity to a date)

Health Terms

Diseases

Chemicals, Drugs, and Analytic, Diagnostic or Therapeutic Techniques
Substance use or Abuse

Mental Health Terms

Medical Records Information

Insurance Information

Medications

Personal Financial Identifiers

SSNs

Vehicle Identification Numbers

Account Numbers

Certificate Numbers

Loan Numbers

Policy Numbers — Not scanning for Policy #'s

Customer Numbers

(All of the above are only found when in close proximity to a number at least 5 digits

long)

Personal Financial Terms
Banking Terms
Investment Terms
Mortgage Terms

General Financial Terms
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Lexicons

Credit Card Number Lexicon
Mastercard formats

Visa formats

American Express formats

Carte Blanche / Diners Club formats
Discover formats

Enroute formats

JCB formats

Social Security Number Lexicon

hyphenated 9 digit valid SSN sequence (NNN-NN-NNNN)

9 digit valid SSN sequence (NNNNNNNNN) and in proximity of an SSN identifier (the
phrase SSN, or SS, etc.)

9 digit valid SSN sequence separated by spaces NNN NN NNNN and in proximity of an
SSN identifier (the phrase SSN, or SS, etc.)

State Regulation Lexicons
State specific Driver License formats
Hawaii State ID formats
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